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Abstract
In the present Internet age, one of the main challenging tasks is to provide
confidentiality for user’s transaction. Various authentication schemes have been proposed to secure
the information from unauthorized users. One of the most prominent schemes is smart card based
authentication scheme used to withstand the possible attacks for verification table. From the user
point of view, security and efficiency are the two main factors for any authentication scheme. But,
none of these existing smart card based authentication schemes resist all the possible attacks. In this
article, an efficient and secure smart card based authentication scheme is being proposed using
cryptographic one-way hash function that resists all the possible attacks and satisfies the needs of a
user. Security analysis proves that the proposed scheme is more secure and practical.
Keywords: Authentication, Denial-of-Service attack, denning-sacco attack, insider attack, perfect
forward secrecy, smart card

table. Whenever a user wants to access
resources from a server, user has to submit
ID and PW to pass the server
authentication phase. The server verifies
the PW corresponding to the ID from
verification table.
If the received
password matches the password stored in
the verification table then server
authenticates the corresponding user.
However, an intruder can impersonate a
valid user by intercepting the messages
transmitted between user and the server
and then login to the server later using the
intercepted information. In addition, if an
intruder penetrates the server; the contents
of the verification table which are in plain
text form can be easily modified. One of
the solutions to deal with this problem is to
encode the password using one way hash
function and store the encoded pattern in a
verification table [1]. Though, in this
approach, size of the verification table
increases as the number of users increases

Introduction
Network security is the primary
requirement
to
provide
data
confidentiality, integrity, access control,
etc.
Data confidentiality during
transmission over the public network/s
requires some kinds of network security.
Authentication is a technique designed to
prove the identity of one entity with
another entity. It is used to prevent
unauthorized access.
In order to
authenticate the legitimate users, password
based authentication schemes have been
widely used in many remote login systems.
In
traditional
password
based
authentication schemes, every user has an
identity (ID) and a password (PW).
Initially, each and every user has to
register to the server by sending ID and
PW.
The server stores the PW
corresponding to the ID in its verification
6
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Security analysis of the proposed scheme
is discussed in section 4. Finally, section 5
concludes the paper.

which results in increasing burden to the
server. Moreover, an attacker may still
modify the contents of the verification
table which result the entire system to
collapse. To resist all possible attacks on
the verification tables, smart card based
password authentication scheme has been
proposed. Smart card is a tamper resistant
integrated circuit card with memory and
processor
capable
of
performing
computations. The growth of smart cards
by including more advanced algorithms for
various cryptographic operations is driving
their increased use in the field of mobile
communication, banking & retail, health
care, ID verification and access control,
mobile payment, satellite and cable
television, transportation etc. As of today,
several smart card based authentication
schemes have been proposed for these
variety of application areas.
In this
scheme, server does not maintain a
verification table to authenticate the
legitimate user. Mainly, it is composed of
three phases namely: Registration phase,
Login phase and Authentication phase.
The registration phase is invoked only
once when a new user Ui registers in the
server.
Upon receiving registration
request over secure channel, server issues
a smart card to user by storing the
computed parameters into smart card
memory.
The login phase and
authentication phase are invoked, when a
user wants to login the server. Upon
receiving the login request, server checks
the validity of the login request to
authenticate the user. The rest of the paper
is organized as follows.
Major
contributions in the field of smart card
based
authentication
schemes
are
explained in section 2. Section 3 describes
the proposed efficient and secure smart
card based authentication scheme.

Noteworthy Contribution
During the last decade, many welldesigned remote user authentication
schemes using smart cards have been
proposed [4, 5, 6, 9, 10, 12-15]. An ID
based scheme using RSA public-key
cryptosystem has been proposed [2]. The
security of the sche me is based on the
difficulty of factoring a large number and
the discrete logarithm problem. It was
claimed that the scheme resists
impersonation attack and replay attack. In
addition, user can freely choose and
change the password. Nevertheless, it
reveals impersonation attack [2]. Based on
ElGamal’s public key cryptosystem, a
remote user authentication scheme has
been proposed [9]. It was claimed that the
scheme does not maintain any verification
table and it resists replay attack. However,
it has been proved that the scheme is
exposed to impersonation attack [1].
Moreover, user cannot choose and change
the password freely as the password is
issued by the server. There is only oneway authentication means it does not
provide mutual authentication. Further
improvement was suggested [6] which was
not enough and hence, cryptanalyzed [7].
Based on cryptographic one-way hash
function, a remote user authentication
scheme has been proposed [8]. It was
claimed that the scheme is more efficient
in
terms
of
computation
and
communication cost. In addition, it resists
replay
and
impersonation
attacks.
However, it does not provide mutual
authentication, user cannot choose and
change the password freely. Moreover, it
7
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secure against replay attack, impersonation
attack, parallel session attack and
modification attack. Moreover, it provides
mutual authentication and shared session
key generation. However, it has been
proved that the scheme fails to resist
Denial-of-Service attack and provide
perfect forward secrecy [11].
To
overcome all these drawbacks, this paper
suggests an efficient and secure smart card
based authentication scheme using
cryptographic one-way hash function.
Proposed Scheme:
In this section, an efficient and secure
authentication scheme is proposed which
resists all the possible attacks and fulfills
the security requirements. The notations
used throughout this article are
summarized as follows:
Ui
→ a remote user
IDi
→ identity of Ui
PWi
→ password chosen by Ui
S
→ authentication server
Xs
→ permanent secret key of S
h(•)
→ cryptographic one way hash
function
⊕
→ bitwise XOR operation
║
→ concatenation
Ni, Nj → random nonces generated by
Ui and S respectively The scheme consists
of four phases: Registration phase, Login
phase, Authentication phase and Password
change phase.
Registration Phase
In this phase, user Ui selects IDi and
PWi, computes h(PWi) and submits it to the
server S over a secure channel. Upon
receiving the registration request from user
Ui, server S computes Ai = h(Xs) and Bi = Ai
⊕ h(IDi║h(PWi)). The server S issues a
smart card to user Ui by storing {Ai, Bi, h(•)}
into smart card memory. The smart card is
delivered to user Ui through a secure
channel.

has been proved that the scheme is weak
against offline and online password
guessing attacks [3]. Further improvement
was suggested to overcome these
limitations [5]. It was claimed that the
scheme does not require any verification
table in the server, provides mutual
authentication and an authorized user
could choose password without any
assistance from the server. Still, the
scheme is vulnerable to the parallel session
attack means fails to provide mutual
authentication [3]. In addition, it does not
provide security against insider attack,
reflection attack and has insecure
password change phase.A new remote user
authentication scheme using one way hash
function has been proposed [10] which
was based on dynamic ID. They claimed
that the scheme permits the users to choose
and change their passwords freely, secure
against ID-theft, and resists reply, forgery,
guessing, insider and stolen verifier
attacks. Nevertheless, it has been pointed
out that the scheme is vulnerable to
guessing attack, insider attack and fails to
provide mutual authentication . All the
schemes examined to this point do not
solve the serious time synchronization
problem. To overcome this limitation, an
efficient nonce based scheme has been
proposed [14]. It holds all the previous
features. In addition, it provides session
key generation agreed by the user and the
server. However, in this scheme, user is
not permitted to change the password
freely; insecure against insider attack and
uses symmetric key cryptography which
makes it inefficient for smart cards with
low computational capability. Based on
one-way hash function and discrete
logarithm, an efficient smart card
authentication scheme has been proposed
[12]. It was claimed that the scheme is
8
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Password Change Phase
This phase is
invoked whenever user Ui wants to change
the password PWi with a new password
PWinew. User Ui inserts the smart card to the
card reader and keys in IDi' and PWi' and
requests to change password. Then the card
reader computes Bi' = Ai ⊕ h(IDi'║h(PWi'))
and checks whether Bi and Bi' are equal or
not. If yes, user Ui is a legitimate bearer of
the smart card otherwise reject the request.
Then the reader
asks the user Ui to input new password
PWinew. After entering the new password,
the reader calculates Binew = Ai ⊕
h(IDi'║h(PWinew)) and replaces Bi with Binew
in the smart card memory.
Security Analysis
In this section, the security of the
proposed scheme is examined through
considering the security requirements and all
the possible attacks. It is clear that the
proposed scheme is efficient and practical as
it uses only the one-way hash function
instead of any symmetric or asymmetric
encryption-decryption technique. So, the
computational workload of the smart card as
well as the server will be low. The given
scheme resists the following possible attacks
and provides the essential security
requirements.

Login Phase
User Ui inserts the smart card to the
card reader and keys in IDi' and PWi'. The
card reader computes Bi' = Ai ⊕
h(IDi'║h(PWi')) and checks whether Bi
(stored in the smart card memory) and Bi'
are equal or not. If yes, user Ui is a
legitimate bearer of the smart card. Then the
card reader generates a nonce Ni and
computes Zi = Ni ⊕ Ai, Ci = h(PWi') ⊕
h(Ai║Ni), Di = h(PWi') ⊕ Ai,
Ei =
h(Di║Ni║Bi) and sends the login request
message {IDi, Ci, Ei, Zi} to the server S.
Authentication Phase
Upon receiving the login request
message {IDi, Ci, Ei, Zi}; server S first
checks the validity of IDi to accept/reject the
login request. If it is true, then the server S
computes Ai = h(Xs), Ni = Zi ⊕ Ai, h(PWi')
= Ci ⊕ h(Ai║Ni), Di' = h(PWi') ⊕ Ai, Bi' = Ai
⊕ h(IDi'║h(PWi')), Ei' = h(Di'║Ni║Bi') and
checks whether Ei and Ei' are equal or not.
If they are not equal then rejects the login
request. If true then the server S generates a
nonce Nj and computes Zj = Nj ⊕ Ai, Fi =
h(Ai║Bi'║Ni║Nj) and sends the message {Fi,
Zj} to the user Ui. After receiving the
message {Fi, Zj} from server S, user Ui
computes Nj = Zj ⊕ Ai,
Fi' =
h(Ai║Bi'║Ni║Nj) and checks whether Fi and
Fi' are equal or not. If yes, server S is
authentic otherwise terminate the session.
Then the user Ui computes Gi =
h(Ai║Nj║Bi') and sends the message {Gi} to
the server S. After receiving the message
{Gi} from user Ui, server S computes Gi' =
h(Ai║Nj║Bi') and checks whether Gi and Gi'
are equal or not. If yes, the user Ui is
authentic and mutual authentication is
achieved otherwise terminate the session.
After mutual authentication, both the parties
compute the session key SK =
h(Di║Ni║Nj║Bi').

Forgery Attack (Impersonation Attack)
The proposed scheme(Fig-1) resists
impersonation attack. In this scheme, the
login request message contains Ci =
h(PWi') ⊕ h(Ai║Ni), Zi = Ni ⊕ Ai and Ei =
h(Di║Ni║Bi'). Hence, the attacker needs
the value of Ai, Ni and Bi' to forge which
are not a part of any of the transmitted
messages between user Ui and the server S.
Online and Offline Password Guessing
Attacks
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User Ui

Server S
Registration Phase

Select IDi and PWi
Compute h(PWi)

{IDi, h(PWi)}

{Smart card}

Compute Ai = h(Xs)
Bi = Ai ⊕ h(IDi║h(PWi))
Store {Ai, Bi, h(•)} into smart card

Login and Authentication Phase
Input IDi' and PWi'
Compute Bi' = Ai ⊕ h(IDi'║h(PWi'))
Verify whether Bi = Bi'
Generate a nonce Ni
Compute Zi = Ni ⊕ Ai
Ci = h(PWi') ⊕ h(Ai║Ni)
Di = h(PWi') ⊕ Ai
Ei = h(Di║Ni║Bi')

{IDi, Ci, Ei, Zi}
Compute Ai = h(Xs)
Ni = Zi ⊕ Ai
h(PWi') = Ci ⊕ h(Ai║Ni)
Di' = h(PWi') ⊕ Ai
Bi' = Ai ⊕ h(IDi║h(PWi'))
Ei' = h(Di'║Ni║Bi')
Verify whether Ei = Ei'
Generate a nonce Nj
Compute Zj = Nj ⊕ Ai
Fi = h(Ai║Bi'║Ni║Nj)

{Fi, Zj}
Compute Nj = Zj ⊕ Ai
Fi' = h(Ai║Bi'║Ni║Nj)
Verify whether Fi = Fi'
Compute Gi = h(Ai║Nj║Bi')

{Gi}

Compute Gi' = h(Ai║Nj║Bi')
Verify whether Gi = Gi'

Figure1. The Proposed Scheme
Replay Attack
The scheme resists replay attack.
Instead of timestamps, this scheme uses
randomly generated nonces Ni and Nj which
are not a part of login request message and
their values differ among sessions. Thus,
attackers cannot enter the system by
resending messages previously transmitted
by legal users.

Insider Attack
In the proposed scheme, during the
registration phase, h(PWi) is sent to server S
instead of PWi. So, any insider of S cannot
get user password PWi. Hence, this scheme
resists insider attack.
Reflection And Parallel Session Attack
Reflection and parallel session
attacks are possible due to the symmetric
10

TECHNOFAME- A Journal of Multidisciplinary Advance Research

structure of messages transmitted between
user Ui and the server S. This scheme
employs asymmetric computations of
communicating messages to resist reflection
and parallel session attacks.
Attack On Perfect Forward Secrecy
In the scheme, the session key SK =
h(Di║Ni║Nj║Bi') is calculated using
randomly generated nonces Ni and Nj which
are different for each login session and are
not a part of any of the transmitted messages
between user Ui and the server S. Even if an
attacker gets Xs, server’s secret key, there is
no way to get any information about present
session key or previous session keys.
Hence, the scheme provides perfect forward
secrecy.
Smart Card Loss Attack
If due to an accident, someone lost
their smart card, no one can impersonate the
smart card owner to login the server.
Without knowing the correct IDi and PWi of
the user, an intruder cannot prepare a valid
login request message even if he has a valid
smart card.
Denning-Sacco Attack
If an attacker captures a session key
then there is no way to get any information
about nonces Ni and Nj or server’s secret key
Xs due to the property of one-way hash. As
PWi is not involved directly in the
calculation of session key, no one can get
user’s password from the eavesdropped
session key.
Stolen Verifier Attack
Here the server does not maintain
any password or verification table to verify
the user’s login request, so the scheme is
free from stolen verifier attack.
Denial-Of-Service Attack

If the user Ui inputs a wrong
password by mistake, this password will be
quickly detected by the card reader since
reader compares Bi' = Ai ⊕ h(IDi'║h(PWi'))
with the stored Bi during the login phase.
Hence, the scheme resists this type of
Denial-of-Service attack.
Man-In-The-Middle Attack
In the proposed scheme, if an
attacker intercepts the communicating
messages between the user and the server
then it will not generate any useful
information because nonces Ni and Nj (used
in the calculation of session key) are not a
part of the communicating messages.
Moreover, to alter Zi or Zj, one needs the
value of Ai. Hence, the proposed scheme
resists man-in-the-middle attack.
User Can Choose and Change the
Password Securely Without Any Assistance
from the Server
In the scheme, the card reader
verifies the old password first in the
password change phase. So, unauthorized
users cannot change the authorized user’s
password even if they get the corresponding
smart card.
The Scheme Solves Serious Time
Synchronization Problem
The proposed scheme uses randomly
generated nonces (different for each login
session) instead of time-stamps to avoid
time synchronization problem.
The Scheme Provides Session Key
Generation
The scheme generates a session key
SK = h(Di║Ni║Nj║Bi') during the
authentication phase which will be different
for each login session.
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Conclusion
This paper describes a new efficient
and secure remote user authentication
scheme using smart cards. It has been
shown that the proposed scheme is more
efficient, in terms of computational cost as it
uses cryptographic one-way hash function
only, and at the same time provides strong
security. It prevents impersonation attack,
online and offline password guessing
attacks, replay attack, insider attack,
reflection and parallel session attacks, attack
on perfect forward secrecy, smart card loss
attack, denning-sacco attack, stolen verifier
attack, Denial-of-Service attack and man-inthe-middle attack. Moreover, the proposed
scheme provides the following properties:
user can choose and change the password
securely without any assistance from the
server, solves serious time synchronization
problem, mutual authentication and establish
a session key.
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